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Cybersecurity
PPP in Cybersecurity — boosting effective cooperation in the region

The magnitude of cyber-attacks with the potential to reach a global scale
highlights the importance of establishing coordinated and effective norms and
regulations to address cyber threats. With several cyber incident outbreaks,
tech companies place increasing emphasis on the collective responsibility of
promoting, protecting and ensuring cybersecurity. As the WannaCry incident
has indicated, cybersecurity is no longer the sole responsibility of tech
companies. Without customers' self-disciplined system updates and the
government's responsible control on its cyberweapons, everyone is exposed to
the danger of cyber-attacks. In this workshop, the discussion revolves around
what are the responsibilities each stakeholder should possess to strengthen
cybersecurity; what are the best practices and regulations needed to ensure
cyber hygiene; and how do we implement policies that strike a balance
between security and technological innovation. In the geopolitical
perspectives, it is important to discuss what roles and responsibilities that the
regional cooperation frameworks play in reinforcing global cybersecurity, and

what can Taiwan function and contribute as a pivotal actor in the region.

Topics to consider / for Further thoughts:

*  Cybersecurity as Shared Responsibility: Tech Companies, Customers and
Government

* Improving Cyber Hygiene: Best Practices and Regulations

* Taiwan and the Region: Roles and Responsibilities within the Framework

1. What are the responsibilities each stakeholder should possess to
strengthen cybersecurity?

2.  What are the best practices and regulations needed to ensure cyber
hygiene?

3. How do we implement policies that strike a balance between security and
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technological innovation?
What roles and responsibilities that the regional cooperation frameworks
play in reinforcing global cybersecurity?

What can Taiwan function and contribute as a pivotal actor in the region?

Opening by Vincent Shih (5min.)

Microsoft Digital Defense Report (10 mins) by Mary Jo Schrade
Multi-stakeholder Panel Discussion (60 min.)

Open Discussion with the Audience (10 min.)

Wrap-up (5 min.)

Vincent Shih, General Manager, Corporate, External and Legal Affairs,

Microsoft Taiwan

Senior Advisor, Centre for Strategic Cyberspace + International Studies /
Jason Hsu FFER1Z

Partner, Risk Advisory, Deloitte / Max Lin MZER

Co-founder, CyCarrier / Benson Wu ZRBET

Legislator, Legislative Yuan / Shyh-Fang, Liu 2/tH35

Assistant General Counsel, Microsoft Digital Crimes Unit Asia / Mary Jo

Schrade (pre-recorded video)

Angela Yu. Microsoft Taiwan



